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Step 1: OS 10.3 Upgrade

If upgrading from OS 9.x, do a firmware update 
first!

Choose Erase and Install

Maybe leave off multi-language support, other 
unnecessary features

Create default admin account with strong 
password

Run Disk Utility to verify and repair permissions





Step 2: Secure the install



Open Firmware Console (back to top)

To enter the Open Firmware console, hold down the Command, Option, O, F keys on startup of the Macintosh:

The following screen will appear:

Apple PowerMac3,4 4.2.8f1 BootROM built on 10/11/01 at 14:12:47
 Copyright 1994-2001 Apple Computer, Inc.
 All Rights Reserved.

Welcome to Open Firmware, the system time and date is: 15:49:05 12/15/2001

To continue booting, type "mac-boot" and press return.
 To shut down, type "shut-down" and press return

Release keys to continue!

 ok

0 > _

Setting Open Firmware Password (back to top)

At the command prompt, type "password" and press the return key.

 0 > password

You will be prompted to enter in the password. Enter the password, then press the return key. You will then be prompted to re-enter your 
password. Retype your password, and press return. This process verifies that that the first and second entries of passwords match.

 Enter a new password: ****
 Enter password again: ****
 Password will be in place on the next boot! OK
 0 > _

 If the first and second entries of the password do not match, you will get the following error message:

Enter a new password: ****
 Enter password again: ****
 Password do not match! Nothing changed? OK
 0 > _



Setting Security Mode (back to top)

Next, you must enable security and specify the level of security (i.e. security-mode). The "security-mode" can be set to one of three modes: 
"none", "command", or "full". The "none" mode effectively disables security. The "command" mode just restricts the commands that may be 
executed to "go" and "boot". Basically, Command mode allows you to startup with the default startup drive without the need to enter a 
password. In "full" mode, the machine is completely prohibited from booting until the password is entered.

To enable security and level, type "setenv security-mode" followed by the mode, either "none" (the default selection already in effect), 
"command", or "full". Most likely, you will want to setup security using the "command" security level, which will prevent users from starting up 
off portable drives or ejectable media, or using snag-keys like Command+S, and Command+V to startup in single-user or verbose mode.

setenv security-mode command

Then, to use security settings you need to restart the Mac. Type "reset-all" and press enter key.

reset-all



Step 3: Install Software

Get the image just how you want it

“No more, no less” rule

Don’t worry about Symantec AV, do manual 
installs later

Install OpenAFS last
http://www.unc.edu/atn/dci/dci_components/afs/install/afs-macosX.html



Step 4: Kerberos Installation/Config

Install MIT Kerberos Extras and Alexei’s 
kfm_aklog plug-in

Beware typos during the next steps!

Follow bil’s excellent advice here:
http://www.ibiblio.org/macsupport/kerberos/kerberos10_2.html
(applies to OS 10.2, but works fine for Panther)





Step 5: LDAP Setup



For search string, enter ou=onyens,ou=ATN,o=UNC-CH,c=US



Restart the Mac

Login with your Onyen/password

Your local home folder should be your AFS 
home directory

Congratulations!





Step 6: Using CCC to Make a Clone

Check out www.bombich.com!

Download CarbonCopyCloner and 
NetRestore

Unpack the dmg files, drag to a USB key and 
plug it into the master image machine







Be patient, the clone may take 30-40 minutes 
to complete

The disk image created will be ready for use 
with NetRestore (based on Apple Software 
Restore--ASR)

The image will be compressed and can easily 
be copied to a firewire drive such as an iPod

Experiment with CCC settings!  See what 
works best for your environment



Do a base install (no frills) of OS X on 
whichever firewire device you’ll use for 
NetRestore

Boot from the firewire drive

Launch NetRestore and deploy the .asr image

Step 7: Deploying with NetRestore





Issues to Consider

This method does not use a local home folder

Saving digital video files to AFS home drive is 
often not feasible

AdminLauncher allows for customized 
Desktop and app control; keeps Dock prefs in 
hands of users



http://www.macosxlabs.org

http://clc.its.psu.edu/Labs/Mac/Resources/

http://www.bombich.com

http://www.macosxhints.com

Additional Resources


