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Quick Configuration

Use thiz page to quickly configure the system,
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The CDROM image is published by and is the Copyright of the SmoothHall
Open Source Team, and of the original authors of its component parts.
Jizit smoothwall.org-team on the web for the list of contributors.

HARNIHNG'!?
* The installation process will delete all existing partitions and data =
* on the PC on which SmoothMall is installed. Do not continue the =
*# installation if there iz data on the hard disk you wish to retaint =

Please also be aware that upon successful install, your SmoothMall install
will return benign and anonymous system information (CPU type, speed, RAM,
HI =size, NIC/commection type [modem~ ISDN/ASDL-etcl) to our servers for
statistics aggregation, the results of which will be published at
smoothwall. org-sabout-statistics.html Opt-out info is also on that page

Reep updated with the latest software updates and news at smoothwall.org
Contribute to the community =site at community.smoothwall.org

— Press RETURN to continue the install of SmoothHall Express -
boot: _



sMoothlall Express 2.8 -- http://sMoothwall.org/

oelect installation Media

sMoothHall Express can be installed from multiple
sources. The siMplest is to use the Machines
CDROM drive. If the computer lacks a drive, you
may install via another Machine on the LAN which
has the installation files available via HTTP.

HTTP

{Tab>/{Alt-Tab> between elements . <Space> selects



sMoothlall Express 2.8 -- http://sMoothwall.org/

ttt LIARNING tt!

You are about to PERMANENTLY ERASE the contents of the harddisk.
This will OVERWRITE ALL DATA ON ALL PARTITIONS on your first IDE
harddisk. If you would like to continue with the installation of
dMoothMlall Express, press the Ok button. Otherwise press Cancel

to ABORT the installation process. There is NO UNDO FERATURE once
this has been done.

{Tab>/{Alt-Tab> between elements . <Space> selects



sMoothlall Express 2.8 -- http://smoothwall.org/

| Configure networking |

You should now configure networking by first loading the
correct driver for the GREEN interface. You can do this
by either auto-probing for a network card, or by choosing
the correct driver from a list. Note that if you have
More then one network card installed, you will be able to
configure the others later on in the installation. Also
note that if you have More then one card which is the
gsaMme type as GREEN and each card requires special module
paraMeters, you should enter parameters for all cards of
this type such that all cards can become active when you
configure the GREEN interface.

{Tab>/{Alt-Tab> between elements . <Space> selects




sMoothlall Express 2.8 -- http://sMoothwall.org/

dMoothHall Express 2.8

setup has detected a AMD PCnet3Z
and AMD PCnetPCI. Do you wish to
use this card, or skip over and
look for an alternative?

Ok Skip

{Tab>/{Alt-Tab> between elements . <Space> selects



sMoothlall Express 2.8 -- http://sMoothwall.org/

GREEN interface

Enter the IP address information for the
GREEN interface.

IP address: 192.168.8.1
Netuwork HMask: ?505.255.255.0

Cancel

{Tab>/{Alt-Tab> between elements . <Space> selects



sMoothlall Express 2.8 -- http://sMoothwall.org/

dMoothHall Express 2.8

Installing files...

{Tab>/{Alt-Tab> between elements . <Space> selects



sMoothlall Express 2.8 -- http://sMoothwall.org/

dMoothHall Express 2.8

Do you want to restore the configuration for this Smoothlall
Express from a previous installation using a backup floppy
disk? If you select 'Yes’, the areas which were restored
from the backup Will be automatically configured and will
not be displayed to you.

{Tab>/{Alt-Tab> between elements . <Space> selects



SmoothHlall Express 2.8 —- http://smoot} -wall.org/

Reyboard mMapping

Choose the type of keyboard you are using
from the list below.

ua

uwa-utf
ua-utf-ms
na-Ms

uk

{Tab>/{Alt-Tab> between elements | <Space> selects



sMoothlall Express 2.8 -- http://sMoothwall.org/

Hostname

Enter the machine’s hostname.

sMoothwall

Cancel

{Tab>/{Alt-Tab> between elements . <Space> selects



sMoothlall Express 2.8 -- http://smoothwall.org/

| Heb proxy |

Lhen requesting the Update list, SMoothHall Express must
connect to a webserver. Some ISPs will block this direct
traffic, and instead they will require Smoothlall Express
to access this server indirectly, via a web proxy. If your
ISP requires you to conmect this way, please enter the web
proxy Hostname and Port. Most I5Ps do not require you to
connect through a web proxy, in which case you should leave
these settings blank. Note that this setting has nothing to
do with SmoothHall Express’ built in proxy service.

Hostname:
Port:

{Tab>/{Alt-Tab> between elements . <Space> selects




sMoothlall Express 2.8 -- http://smoothwall.org/
ISIN configuration menu

ISDN is currently Disabled.

Protocol: UNSET
Card: UNSET
Local phone number: UNSET

select the item you wish to reconfiqgure, or
choose to use the current settings.

Protocol/Country

set additional Module parameters
ISDN card
Local phone number (MSN/EAZ)

Enable ISDN Disable ISDNM

{Tab>/{Alt-Tab> between elements . <Space> selects



sMoothlall Express 2.8 -- http://sMoothwall.org/

ADSL configuration
ADSL is currently: Disabled

Device type: UNSET
UPT: UNSET UCI: UNSET

delect the item you wish to reconfigure, or
choose to use the current settings.

Device type
Other settings

Enable ADSL Disable ADSL

{Tab>/{Alt-Tab> between elements . <Space> selects



sMoothlall Express 2.8 -- http://sMoothwall.org/

Network configuration menu

Current config: GREEN (RED is modem/ISDN)

etwork configuration type

Drivers and card assignMents
Address settings

DNS and Gateway settings

{Tab>/{Alt-Tab> between elements . <Space> selects



sMoothlall Express 2.8 -- http://smoothwall.org/
Network configuration type

select the network configuration for Smoothhlall
Express. The following configuration types list
those interfaces which have ethernet attached. If
you change this setting, a network restart will
be required, and you wWill have to reconfigure the
netuwork driver assignments.

REEN (RED is modem/ I5DN)

GREEN + ORANGE (RED is mModems ISDN)
GREEN + RED
GREEN + ORANGE + RED

{Tab>/{Alt-Tab> between elements . <Space> selects



sMoothlall Express 2.8 -- http://sMoothwall.org/

Drivers and card assignMents

Configure network drivers, and which interface each card is
assigned to. The current configuration is as follows:

GREEN: AMD PCnet3? and AMD PCnetPCI (ethB) [BA:BC:29:E5:26:91]
RED: UMEMOHN (UNSET)

Do you Wwish to change these settings?

0k | Cancel

{Tab>/{Alt-Tab> between elements . <Space> selects



sMoothlall Express 2.8 -- http://sMoothwall.org/

Card assignment

There iz an unclaimed ethernet card of type:
AMD PCnet32 and AMD PCnetPCI [BB:BC:29:E5:26:9B]

You can assign this to:

{Tab>/{Alt-Tab> between elements . <Space> selects



sMoothlall Express 2.8 -- http://smoothwall.org/

RED interface

Enter the IP address information for the

RED interface.
() Static
( ) DHCP
( ) PPPOE
DHCP HostnamMe:

I[P address:

sMoothuall

Network Mask:

755.255.255.8

{Tab>/{Alt-Tab> between elements

{Space> selects



sMoothlall Express 2.8 -- http://sMoothwall.org/

DNS and Gateway settings

Enter the DN5 and gateway information. These

settings are used only if DHCP is disabled on
the RED interface.

Primary DNG:
Secondary DNS:
Default Gateway:

Cancel

{Tab>/{Alt-Tab> between elements . <Space> selects



sMoothlall Express 2.8 -- http://smoothwall.org/
DHCP =server configuration

Configure the DHCP server by entering the settings
information.

[#] Enabled

atart address:
End address:
Primary DNS:

secondary INS:
Default lease (mins):
Max lease (Mins):
Domain name suffix:

{Tab>/{Alt-Tab> between elements . <Space> selects



sMoothlall Express 2.8 -- http://sMoothwall.org/

sMoothHall Express 2.8

Enter Smoothlall admin password. This is the
user to use for logging into the SMoothHall
web adMinistration pages.

Passuword:
Again:

{Tab>/{Alt-Tab> between elements . <Space> selects



sMoothlall Express 2.8 -- http://sMoothwall.org/

sMoothHall Express 2.8

Enter the 'root’ user password. Login as this
user for commandline access.

Password:
Again:

Cancel

{Tab>/{Alt-Tab> between elements . <Space> selects



sMoothlall Express 2.8 -- http://sMoothwall.org/

dMoothHall Express 2.8

Enter the 'setup’ user password. Login as this
user to access the setup program.

Password:
Again:

Cancel

{Tab>/{Alt-Tab> between elements . <Space> selects



sMoothlall Express 2.8 -- http://sMoothwall.org/

sMoothHall Express 2.8

setup is complete. Press Ok to reboot.

{Tab>/{Alt-Tab> between elements . <Space> selects



SmoothWall Express 2.0

Press Return, or wait 10 seconds for Sroothyall to load

(C) 2000 - 2002 THE SMOOTHMWALL TEAM
FORTIOME () THE ORIGIMAL AUTHORS
FOR TEAM DETAILE ARWD FULL CREDITE, “ISIT SMOOTHWALL.ORGATEAM

WISIT aUR WEESITE AT SMOOTHWALL.ORG FOR UFDATES AMDO LATEST IHMFOQ.




SMoothHall Express 2.8 - http://smMoothuall.org/

sMoothwall login: _





http://ip.address.of.smoothwall:81/

) Main page - SmoothWall Express - Mozilla Firefox

File Edit ‘iew Go Bookmarks Tools  Help

<]EI - I_L} - @ I:I @ |ﬂ https: /192, 165.0. 1441 fegi-binfindex. cgi = V| @ o |@,

P cetting Started h_;l Latest Headlines la._;,', samuel's Blog, Featu. ..

connection status » .

control  about your smoothie  senvices  networking vpn logs tools maintenance
| credits

shutdown | help "1

Welcome to SmoothWall Express 2.0
This igyour gatesway to configuring and administering your Smoothirall
firewrall. Please make sure yvou read the Administration Guide before

reconfiguring yaur Smoothiall — the guide is availahle with our other
documentation fram our website.

9:25pmup 24 days, 1416, 0 users, load average: 0.00, 0.00, 0.00

Produced in association with FujiTsy
express 2.0 fixesh Ui-3.6.1

2000 - 2003 The SmoothWall Team
SmaothhWal™ is a trademark of SmoothWall Limited.

Credits - Portions @ original authors

Done:

10 192.168.0.1:441 =




) Status information - SmoothWall Express - Mozilla Firefox

File Edit ‘iew Go Bookmarks Tools  Help ':::'

(“g - |:> - % @ @ |ﬂ htbps: /{192, 1650, 1:441 fcgi-binystatus, cgi & "| © co “Qv |

P cetting Started ﬁ Latest Headlines @ samuel's Blog, Featu. ..

connection status » .

services  networking tools maintenance

vpn

About Your SmoothWall

Active service status of your Smoothie.

Services:
Logoing server RUNNING
CHE proxy serer RUNNING

~ Kemelloggingsemer  RUNNING
Web proxy -

Secure shell server RUNNING

CROMN sener RUNNING

Produced in association with | ".net FujiTsu

express 2.0 fixesh ui-3.6.1 2000 - 2003 The SmoothWall Team
Smoothhall™ is a tradermark of SmoothWall Limited. Credits - Portions @ original authors

Done Mo 192.168.0.1:441 (5 -




E -5 -2 0 |50 https:/f192.168.0.1:441 jcgi-binfadvstatus.cqi B @ e |[GL

Hﬂ'ﬁ{h w ' connection status » '

e
control ~ abowt your smoothie  senvices  networking vihn logs tools maintenance
status | | traffic graphs

shutdown | help

4 Advanced Status
Ferinent information aboutyour Smoothie, current configuration and resource usage.

.
Memory:
Total T==d Free T=ed % Shared EFEuffers Cached
Mam: Z52212KE 1E407EE  1E9240E 35 % O 65 500K G 6GE
Swap Z3055E 0E ZA0SEE 0%
Total: Z77400KE 124072K 153322 5H g

Disk usage:

Filesy=tem Mount paoint Sime T=ed  Ewailable T=ed #
fdewiharddi=ka £ T.50 157 .9 2%
fdevyharddi=kl fboot T.6M oy 2 _8M 37%
Fdewviharddi=k2 fwarflog 1.9 E0M 1.7 2%

Inode usage:

Pile=zwr=tam Mount point IHNcades= T=ed Free T=xad &
fdew'harddi=ka ! FF7E7E 1E2TE 50958 E%
fdewviharddizkl fhook zoo0sE £6 l3dg 2%
Ffdewviharddi=k3 fwardlog ZEO26E 0T ZEO0161 1%

Uptime and users:

9:E26pm up £5 days. 1417, 0 n=erc=, load awerage: 0,00, 000, 0,00

TEER TTY FROM LO=INGE IDLE JCPU FCPT  THAT
Interfaces:
athi Link encap:Ethernet Hiladdr 00:10:54:99:0D0:7C

inet addr:12&_1686.0.1 Fecast:172_1668.0.255 Mash:E55_2Z55.255.0
TP EROADCAST RUNMING MULTICAST MTVU: 1500 Metric:l

BX packat=:EZ7585315 error=s:0 drepped: 0 owerrun=:0 frame:0

TX packet=: 26580565 errors:0 dropped:0 owverrun=:0 carrierc:0

collisions: 0 txgqueuslen: 1000
YV bFertawsr- A2 E >0 (A7 = MR Y Lerdawr- A7 CLL2AMNdCC 1200 11 MR

g X



) m htkps: {192, 165.0.1:441 /cgi-bin) advstatus, coi
TF EROADCAST WOTRAILERS BEUNNING POOLT ICAST PMTIU: 1500 Metric:1
BX packet=: 27658015 errors:0 dropped:0 owerrun=:0 fram=:0
TX packet=: 25507643 errors: 0 drepped: 0 owerrun=:0 carrizc: 0
callizion=: 0 txguenslarn: 1000
BX byte=:3291755045 (2092.9 Mb) TX bytes: 332454520 (4705 Mb)
Interrupt: 5 Base address: 0xd400

la Lirnk encap:Lacal Leoopback
inet addr:1E7.0.0.1 Ma=k:EZ55_0.0.0
TP LOOPEACH BUNNING MTU: 16436 Metric:l
PX packet=: 7408 error=:0 dropped: 0 owerruns=:0 fram=:0
TX packat=: 7408 erroer=:0 dropped:0 owarrun=:0 carriesr:0
collizion=: 0 txqueunslern:d
BX byte=: 1030313 [(101&6.0 BEh)] TH byte=: 10403213 [(1016.0 Eh)

Sv| ®@ e [ClL

Routing:

Kernel IF routing table

De=tination Fat emasr Feanma=k Flags Metric Ref U=ze Iface
13g.165.0.0 a.o.0.0 £55_E85.E55.0 T 0 o 0 etho
a.0.0.0 EE0.245.222.7¢ 0.0.0.0 TE 0 0 0 =thl

Loaded modules:

Modul = Jige WU=ed ber Hot tainted
=i=300 14zE0 1

CcrciFE 2560 0 [=i=300]

FcSfn ZEE40 1

ip_mat_ quake? 24Nz 0 [unua=ed]
ip_conmtrack quake?l ZaNE 1

ip_:n;l.t_hSES 2A12E 0 [uanua==d)
ip_conmtrack hiE2 255 1

:i.p_na.t_:mms 2276 0 [uana==d]
ip_conmtrack mm= 2EEG 1

ip_:n;l.t_ftp 2z16 0 [uanua==d)
ip_conmtrack ftp 3435 1

:i.p_:na.t_:i.:l:i: &30 0 [uana==d]
ip_conmtrack irc 2a0E 1

PRF_a=3Tic TI26 0 [unu=ed]
PEE_=3Mchty 6343 0 (uma=ed)
PRF_geneTic 21053 0 [ppp_async ppp_simcbty]
=lhc SEZ2g 0 [ppp_g=meric]
u=h-chci 19545 0 [unua==d)

u=hbcore 67540 1l [u=sbk-chci]

Kernel version:

Linm =smoothwall 2.4 89 H#1 Thua Jan 27 15:15:02 GMT 2005 if86 i6S6 i286 GMUISLinuax

Produced in association with: .n-.-t: FLpTSU
express 2.0 fixesk ui-3.6.1
Smoothall™ is a trademark of SmoothVWall Limited.

2000 - 2003 The SmoothWall Team
Credits - Portions @ original authors

g X



@-2-820R |ﬂ https: /192, 168.0.1:441 {cgi-bin/graphs. cgi = V| @ o ||Q, || -5 x

-
connection status » .

control senvices  networking vihn logs tools maintenance

traffic graphs

Traffic Graphs

Statistical graphs based upon traffic usage across your Smoothvall's network interfaces.

Metwork traffic graphs:
last updated Sun Apr 17 21:25:00 2005
wyith data to Sun Apr 17 21:25:00 2005

Summary network traffic graphs:

traffic on green interface over the last day

i s s ||IL_ |I - = ir = : : T ﬁ FE é
(= =1
o | [ 5
£ -0 k ] 'I.J E
o &
pu i e
B0 ki
30 k- e

o000 0z2:00 04:00 000 02000 1000 12000 1400 1100 12i00 20000

O Incoming Max: 2.6 k  Avg: 0.2 k  Current: 0.3 kbytes/sec
O <utgaing Max: 26.4 k  Avg: 1.7 k. Current: 0.2 kbytes/sec

click for detailed graphs for the green imterface :

traffic on red interface over the last day

40 k.

ED k .

dIHILI0 I40L & To0Lldyd

bytes sec

00/00 CO2:00 04:00 O6i00 08:00 10:00 12:00 14{00 16/00 18/00 20:00

O Incoming Max: 30.2 k  Aug: 1.8 k. Current: 0.2 kbytes sec
O 2utgoing Max: .1k  Aug: 0.4 k. Current: 0.3 kbytes sec

click for detailed graphs for the red interface =

s
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3 |50 https: {192, 168.0.1:441 cgi-binfpraxy. cai B @ e |[GL

A raaon o connection status =» '
o ﬁ

control  abowut your smoothie  sepvices  networking vhn logs tools

maintenance
| dhcp | dymamic dns | intrusion detection system | remote access | time

shutdown | help -1

Web Proxy

Configure and enable yvour Smoothiall's integrated caching web proxy senvice.

Web proxy:

Cache size (MB): 500 Remaote proxy: %

Remaote prowy usernarme: % Remate proxy password:

Max ohject size (KB 4095 Min object size (KB): 1]
Max outgoing size (KA 1] Max incoming size (KB 1]
Transparent; "] Enabled: ]

% These fields may be blank.

Sawve Sawve and clear cache

Produced in association with | " nc] [ Luaaiag FuliTsy
express 2.0 fixesh Ui-3.6.1

2000 - 2003 The SmoothWall Team
SmaothhWal™ is a trademark of SmoothWall Limited.

Credits - Portions @ original authors




@-2-820R |ﬂ https: /192, 168.0.1:441 {cgi-bin/dhep. cgi = V| @ o ||Q, || -5 x

|
connection status » . T
control  ahout your smoothie networking vihn logs tools maintenance
DHCP
Configure and enable your Smoothvall's DHCP service, to automatically allocate LAMN IP addresses to your
hetwark clignts.
DHCP:
Start address: 192.168.0.10 | End address; 192.168.0.200 |
Prirnary DMS: |192.1EE.D.1 | Secondary DMNS: | |
Primmany Wik S: | | Secandarn WirS: | |
Cefault lease time (mins): |3IIIIII | Max lease time (mins): |EIIIIII | 3
Darnain narne suffic % | | Enabled:
% This field may be blank.
Add a new static assignment:
Description: | | MAC address: |
IP address: | | A
Current static assignments:
Description MAC address IP address Mark
Warkhorse 00:30:B0D:2E: 25 FC ‘-wﬁ-“'f""*!ix-'itii‘-*
ClarkConnect O0:A1.B0.09.CCAR -“"x' ‘ﬁ‘* = ,‘

MNote:




E https:ff192.165.0.1:441 /cgi-bin/ddns. cgi

S @ s |[G,
ﬁﬁa" Wﬁv--

e connection status =
........ it o ‘ '
control  abowut your smoothie  sepvices  networking vhn logs tools maintenance
web proxy | dhcp | | intrusion detection system | remote access | time
shutdown | help -1
Dynamic DNS

Especially suited when your ISF assigned you a different IF address every time you connect, you can configure your
Smoothvall to manage and update your dynamic DS names fram several popular semices

Add a host:
Service: dhs.org v Behind a proxy: [ Enable wildcards: [
Hosthame:' % Domain:
Llsername: Fasswaord:
Enabled:

Add
* Hostname is not necessary for dyndns.orgicustam) service

Current hosts:

SErvice Hostname Domain Proxy Wildcards Enabled Mark
dyndns goggo dyndns.org X v v []
Force update ]
Produced in association with: ' ".ﬁct': FUjITsy

express 2.0 fixesh Ui-3.6.1

2000 - 2003 The SmoothWall Team
Smoothall™ is a tradermark of SmoothWWall Limited.

Credits - Portions @ original authors




@-5 -8 ) |ﬂ https: /192, 168.0.1:441 {cgi-binfids.cqi = V| @ o ||Q, || - & x

*20) connection status = -

comtrol  ahout your smoothie networking vhn logs tools maintenance

intrusion detection system

Intrusion Detection System qos)

Enable the Snornt IDS senice to detect potential security breach attermpts from outside vour netwaork, Mote that Snort
does not prevent these attermpts —your port forwarding and access rules are used to allow and deny inbound
access from the outside.

Intrusion Detection System:

Snort;

Produced in association with | "net| Lo aaiued FuliTsy

express 2.0 fixesh ui-3.6.1 2000 - 2003 The SmoothWall Team
Smoothhall™ is a tradermark of SmoothWall Limited. Credits - Portions @ original authors




0 https://192.168.0.1:441 {cgi-bin/remate.cai B @ e |[GL

s_ . ¢ :
jiaul b - % connection status = '

........ it o ‘
control  abowut your smoothie  sepvices  networking vhn logs tools maintenance
web proxy | dhcp | dynamic dns | intrusion detection system | | time

shutdown | help -1

Remote Access

Enable Secure Shell access to vour Smoothwall, and restrict access based upon referral URL to ignore external
links to your Smoothdviall.

Remote access:

Allow: admin access only from
: W
BEb valid referral URLs:% []

% In arderto be cerain thatthe request for an admin function is from the Smoothvyall server and not some third party web page, 3
referral check is done. Enabling this feature means it is only possible to administer the Smoothhall if the LIRL you visit contains either
the local GREEHM IP, the local hostname, arthe RED IF address. [twill not be possikle to administer the SmoaothWall if you connect via
a DME or Dynamic DMNE name.

Produced in association with | nc| DI aaLeg Fujirsy
express 2.0 fixesh Ui-3.6.1 2000 - 2003 The SmoothWall Team
Srmaothhal™ is a trademark of SmoothWall Limited. Credits - Fortions @ original authors




0 https://192.168.0.1:441 {cgi-bin/time.cai B @ e |[GL
S W-j’v-- .
jiaul b % connection status = '
........ ot 21 il b il ‘
control  abowut your smoothie  sepvices  networking vhn logs tools maintenance

web proxy | dhcp | dynamic dns | intrusion detection system | remote access |

shutdown | help -1

Time settings
Change timezone, manually set the time and date, and configure time syncronisation.

Timezone:

Tirnezone: Australig/Canberra b

Time and date:

set; [ Time: 21 % |1 30 [ || B4 = Date: 17 ~ | Apr v || 2005 »
Hetwork time retrieval:

Enahled: Interval: 1 hour  »
Save time to RTC: Mext update in: Less than ane hour

Metwork time servers:

O] multiple randam public seners
) Selected single public server: AR Buenos Aires w

O User defined single public or local sener:

Produced in association with | nc| Lo aa ey Fujirsy
express 2.0 fixesh ui-3.6.1

2000 - 2003 The SmoothWall Team
Smaothhal™ is a trademark of SmoothWall Limited.

Credits - Fortions @ original authors




Q:-’ Port Forwarding

Forward ports from your external IF address to ports on machines inside your LAMN or DL

Add a new rule:

External source [P, Source
or network (hlank |

Destinatian Destination
potor | [ | |
for"ALL": range:

Enabled: Ao

* If blank, then the source port will be used as the destination part

Current rules:

Brato E:-:ternal sOource

Source port Destination IP

Destination port Enabled Mark

Froduced in association with FuliTsy
express 2.0 fixesh ui-3.6.1

Smaothhal™ is a trademark of SmoothWall Limited.

2000 - 2003 The SmoothWall Team
Credits - Fortions @ original authors
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connection status = -

control  ahout your smoothie  sendices vhn logs tools maintenance

external service access

My External Service Access
Q’__’ Allowy access to admin services running an the Smootti®all to external hosts.

Add a new rule:

External source IF, ar netwark (blank far "ALL": | Destinatiaon port: I:I

Enahled: Add

Current rules:
Proto Source Destination port Enabled Mark

Produced in association with | " net FuliTsu
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connection status = -

control  ahout your smoothie  sendices vhn logs tools maintenance

dmz pinholes

My DMZ Pinholes
Q’__’ Enable access from a host onyour DMZ to a port on & host oneyour LARM.

Add a new rule:

Saurce [P | | Destination IP: | Destination port: |:|

Enahled: Add

Current rules:
Proto Source IP Destination IP Destination port Enabled Mark
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Hﬂ—#ﬂt W *’ connection status » '

s
control  abowt your smoothie  senvices | networking vihn logs tools maintenance
port forwarding | external service access | dmz pinholes | | ipblock | advanced

shutdown | help

PPP Settings
O @" Configure username, password and other details for up to five PPP, FFPOA or PPFOE connections.

Profiles:
Empty [ oelect ] [ Delete | Profile narme: Unnamed
Telephony:
Interface: boderm on COMT |+ Computer to modem rate: 115200 |+
Humber: Modem speaker an:
Cialing mode: Tone v Maximum retries: 10
[dle tirneout {mins; 0 to disakle): (15 FPersistent connection: ]
Dial an Demand: ] Dial an Demand far DMS: ]

Automatic reboot if connection ]

Connect on Smoaothiall restart: [ Ao Tor & minutes:

ISF requires Carriade Return: ]

Authentication:

Llzermame:; Fassword:
Method; FAF ar CHAR v Script name:
DMS:

Type: O Manual @) Autormatic

Primary DMS: Secondary DMS:
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=¥INaL connection status »
[Expres )
comtrol  abowut your smoothie  senvices | networking vhn logs tools maintenance
port forwarding | external service access | dmz pinholes | ppp settings | | advanced

shutdown | help -1

~ IP block configuration
O @ Add hlocking rules to prevent access from specified P addresses or netaorks.

Add a new rule:

Source [P ar network: ) Drop packet O Reject packet Log: L]
Enabled: Add

Current rules:
Source IP Action Log Enabled Mark

Produced in association with | net| Rt FUNTSU
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=¥INaL connection status »
[Expres )
control  ahout your smoothie  sendices

networking vhn logs tools maintenance

port forwarding | external service access | dmz pinholes | ppp settings | ip block |

shutdown | help -1
O-- Q Advanced networking features

Configure ICHMP settings, and other advanced features.

Advanced networking features:

Block ICMP ping: ] Enable S¥M cookies: "]
Block and ignaore IGMP packets: [ ,[Erlg:;;r,and gnore multicast ]
Enable LIPnP {Universal Plug ]

and Playy support:

Produced in association with | " nc] [ A ag FulTsy
express 2.0 fixesh ui-3.6.1 2000 - 2003 The SmoothWall Team
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Bv O« G
S W-j’v-- .
jiaul b % connection status = '
........ ot 21 il b il ‘
comtrol  abowut your smoothie  senvices  networking vpn logs tools maintenance
control |

shutdown | help Ed

Create connections to other Smoothi™alls or IPSec-compliant hosts which have static IP addresses

Add a new connection:

Marme:

Left: Left subnet:
Right: Right subnet:
Secret:

Adain:

Compression; [] Enahled: Add

Current connections:

Import and Export:

[ Browse... ][ Import ]

Produced in association with | ot Loiaaduad FujiTsy
express 2.0 fixesh Ui-3.6.1
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7 SmoothWall Expres

control  about your smoothie  senvices

| webproxy | firewall | intrusion detection system

Log Viewer

networking vihn

logs tools

Sv| ®@ e ([ClL
connection status » .

maintenance

shutdown | help

Check activity logs for services operating on your Smoothall, such as DHCP, IPSec, updates and core Kernel

activity

Settings:
Section: i Smoothiall

v/ Month: April

W

Day: 17 &8 Update ] [ Export ]

Log SO

00:20:0% =moo
tick.c=.unlw. | DHCF server
OLl:20:05 =moo SSH

lomise _mndel =4

0Z:20:0% =moo Lng"llLDgDUt
=i_pool nbp.o kernel
02:20:05 5moo|PSE|:

no.pocl _ntp.o .
oa:20:08 =meo —POOtE franscript

no_pool _nEp.o NTP

Foces=zfulley updated; u=ing

wyr.pool _nbpoarg.
Fecessfully updated; using

Foces=sfulle updated; u=ing
lucsd. edu.

Focessfully updated; using

Foces=zfulle updated; u=ing

05:20:05 =moothwall Swr=tem clock successzfully updated; using
ntp.cs.unp.ac.sa it.peocl .nEp.org.

OE:20:07 =moothwall S3wr=tem clock =ucce=z=zfully updated; using
ntpS._tanm.eda calvus_rss-hm.=i.

07:20: 242 =moothwall Sevr=tem clock succe=sszfully updated; using
ntp.cyber—-flest net uk _pool _nkp.org.

0&:20:05 =moothwall S3wr=tem clock =ucce=z=zfully updated; using
thl.ilug.co.ns a=_pool nbp.org.

0F:20:05 =moothwall Ssrstem clock succes=s=fully updated; using
tkl.ihug.co.ns no.pecl nEp.org.

10:20: 05 =moothwall S3zr=tem clock =ucce=z=zfully updated; using
ntp?.cx_wizc.edu ntp=s_netdu. it

11:20:02 =moothwall Ssrstem clock success=fully updated; using
ntp . incaf .net ntp.karpo.cs shi.ntp.carnet . hr.

1Z:20: 22 =moothwall Swr=tem clock =ucce=z=zfully updated; using
Jilbreth._ ecn._purdue. eadn =i_pool ntp.org a=_pool ntp.org.
12:20: 02 =moothwall Ssrstem clock success=fully updated; using
ch.poel .ntp.org nbp.c=s.strath.ac.uk cloeck.psu.=du.

1d:20: 08 =moothwall S3wr=tem clock =ucce=z=zfully updated; using
tick.nap.com.ar ntp.c=.=trath.ac.uk tick.nap.com.az.
15:20: 25 =moothwall Ssrstem clock succe=ss=fully updated; using
dk.pocl .ntp.org time.nrc.ca nbpl.demon. co.uk.

1E:20:02 =moothwall 3wr=tem clock =ucce=z=zfully updated; using
ph.pool ntp.ozrg de_pool ntp.org.

17:20:02 =moothwall Ssrstem clock succes=sfully updated; using
ntpEb.audictel . com.tw at.peoel .ntp.org ntp.ucsd.adua.

1&:20:02 =moothwall 3wr=tem clock =ucce=z=zfully updated; using

et P D

=aryar(=]

=marvar(=]

=aryar(=]

=marwvarl=]

=aryar(=]

=marwvarl=]

mapyar(=]

=marwvarl=]

mapyar(=]

=marwver(=]

mapyar(=]

=marwver(=]

mapyrar|=]

=marwver(=]

mapyrar|=]

=marwver(=]

mapyrar|=]

=marwver(=]

mapyrar|=]

time . deakin.edu.au ntp.ourconcord. net

it.peocl .ntp.erg ntp.linux.ocrg.we nbp.-tusfamily.net
ntp.cs.unp.ac.sad gilbreth_ escn_purdus_sdua
fartein.ifi.uic.ne au.poel .nkp.org nEp. ip.co

=e _pool ntp.org ntp.tuxfamily net =e _pool .nEp.org
dk.peoel .ntp.org ne-pecl .ntp.org tkl. ihug.co.ns
nEp . p=n.Tu nEp. incaf net nep.incaf net

at.pecl .ntp.org ntpl.demen.co.uk no.pocl .nEp.ocg
time . nrc.ca vick . ftanac . net =u=zhi. comp=zci.lzgren.adn
ntp . incaf net time_deakin. edun_an nbp-ip.To
gilbkreth._ zcn purdus . esdn noe.pocl nbp.org time nreo.ca
dk_pool ntp.org sashi.compsci.lyon.edn
ntp.c=.=trath_ac.uk ntp.shim.org

tkl.ihug.co.ns =ushi.compsci.lyon.edn

shZ _ntp.carnet _hr fartein_ ifi_uic. ne
ntpl.demon.co.nk ntp.cyber-flest _net

us _pocl ntp.org my.pocl nEp.org nbpi omainecoon. com
ntpS.tamm.eda ntp.public.etago.ac . ns

clack _p=u.2dn at.poel nbEp.org an.pocl _ntp.ozg

g X
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connection status = -

comtrol  abowut your smoothie  senvices  networking vhn tools maintenance

web proxy

Web Proxy Log Viewer

Check logs for the web proxy semnvice.

Settings:
M amth: | April W | Ciay: Source P
lgnore filter: |[.][n:_:]if|j|::|eg|jpg|png|css|j5)$ | Enable ignare filter:
[ Festore defaults ]
Loqg
Time Source IP Website

Qlder Mewer
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connection status » . T

control  abowut your smoothie  senvices  networking vpn tools maintenance

Firewall Log Viewer
Check logs for attempted access to vour network from outside hosts, Connections listed here have been blocked.

Settings:
Manth: April i Diay: 17 |» [ Update ] [ Export ]

Firewall log:

Time In Out Proto Source Src Port Destination Dst Port
20:00:26 eth1 CP 145,254 179.217 38458 220.245222.74  445(MICEOSOFT-DE)
----I:_-I:__
20:00:32 eth1 ZP 220245144 68 3143 220.245222.74  445(MICREOSOFT-DE)
----I:_-I:__
20:00:35 eth1 CP 220245144 68 3143 220.245222.74  445(MICEOSOFT-DE)
----I:_-I:__
20:00:3%5 eth DF B1.172.249.201 43187 220.24522274 1027
----I:_-I:__
20:00:545 eth 220.159.13.11 3331 220.245.222.74
----I:_-I:__
20:01:30 eth TCF [] 220.245145.204 3354 220.245222.74  445(MICEOSOFT-DE)
----I:_-I:__
20:02:40 eth TCR [] 2202452441158 2325 220.245.222.74  445(MICEOSOFT-DE)
----I:_-I:__
20:03:16 eth 60.240.58.125 3814 220.245.222.74  445(MICEOSOFT-DE)
----I:_-I:__
20:05:45 eth 211120176.5 aBad 22024522274 445(MICREOSOFT-DE)

00551 etk a2 34 2 51 FEEN 230 245 223 74 Ad5MMICROSOFT-MN2Y b |
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JRC=Z2Z0.245.72.242
SRC=Z2Z0.245.72.24:2
JRC=6l1.172.244.164

Sv| ®@ e ([ClL

D3T=220.
D3T=220.
D3T=220.

245.
245.
245,

2z2
2z2
ZZ2

B
e
B

- 2 X

LEN=45 To3=0x00 PEE
LEN=435 ToO3=0x00 PEE
LEN=411 TO3=0x00 FF

JRC=ZZ0.
S3RC=Z2Z0.
ZRC=Z218.
3RC=Z00.
S3RC=Z2Z0.

245.204.75 DET=2Z0.245.222.74 LEN=45 TO3=0x00 PRE
245.204.75 DET=22Z0.245.222.74 LEN=45 TO3=0x00 PRE
§3.155.71 D3T=220.245.222.74 LEN=411 TO3=0x00 PRE
43.175.3 D3T=220.245.222.74 LEN=45 ToO3=0x00 FPREC=
245.176.235 DRT=220.245.222.74 LEN=45 TO3=0x00 PE

SRC=61.172.249.201 DET=2Z0.245.222.74 LEN=533 TO3=0x00 FF

ARC=ZZ0.
S3RC=Z2Z0.

245.245.115 DAT=Z20.245.222.74 LEN=45 TO3=0x00 PF
245.245.115 DaT=2Z20.245.222.74 LEN=45 TO3=0x00 PE

SRC=Z220.
ARC=ZZ0.
3RC=Z219.
S3RC=E219.
JRC=213.1586.240.61
3RC=213.186.240.61
3RC=60.240.153.192
3RC=51.131.150.247
3RC=60.240.153.192
3RC=£13.186.240.61
3RC=51.131.150.247

245.
245.
245.
245,
245.
245.
245,

222
222
222
222
2z2
222
222

245.95.26 D3T=220.245.222.74 LEN=45
245.95.20 D3T=220.245.222.74 LEN=45
93.220.82 D3T=220.245.222.74 LEN=45
93.220.82 D3T=E220.245.222.74 LEN=43
DaT=220.
D3T=220.
D3T=220.
DaT=220.
D3T=220.
D3T=220.
DaT=220.

B
R
e
B
R
e
B

TOSZ=0x00 PREC
TOS=0x00 PREC
TOS=0x00 PREC
TO3=0x00 PREC
TOS5=0x00 PRE
TOS=0x00 PRE
TO3F=0x00 PRE
TOS5=0x00 PRE
TOS3=0x00 PRE
TO3F=0x00 PRE
TOS5=0x00 PRE

LEN=45
LEN=45
LEN=45
LEN=45
LEN=45
LEN=45
LEN=45

SRC=E220.245.176.235 DET=22Z0.245.222.74 LEN=45 TO3=0x00 PE
SRC=51.131.150.247 D3T=:220.245.222.74 LEN=43 ToO3=0x00 FPEE

ARC=Z2Z20.
SRC=ZZZ.
SRC=EZZZ.
JRC=ZZZ.
JRC=ZZ0.
SRC=E2Z0.
ARC=Z2Z20.
JRC=ZZ0.
SRC=Z220.
JRC=ZZ0.
JRC=ZZ0.
SRC=Z220.
JRC=ZZ0.
JRC=ZZ0.
SRC=Z220.
JRC=ZZ0.
JRC=ZZ0.

SDT="2210
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217.
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245.
245,
154.

24c

1=25.
1=25.
1=5.
177.
177,

g4
g4
g4
13
12

245.
245.
245,
245.
245.

2z2
2z2
ZZ2
2z2
2z2

B
e
B
B
e

176.235 DaT=220.245.222.74 LEN=45 ToS=0x00 PF
T7.55 DET=220.245.222.74 LEN=45 TO3=0x00 PREC
TP.55 DIT=ZZ0.245.222.74 LEN=43 TO3=0x00 PREC
77.55 DET=2Z0.245.222.74 LEN=435 TO3=0x00 PREC
2ZZ.80 DET=ZZ0.245.22Z2.74 LEN=45 TO3=0x00 PRE
£Zz.80 DET=ZzZ0.245.222.74 LEN=43 TO3=0x00 PRE
176.235 DaT=220.245.222.74 LEN=45 ToS=0x00 PF
D3T=220.
D3T=220.
D3T=220.
D3T=220.
D3T=220.
241.243 D3T=z220.245.222.74 LEN=45 TO3=0x00 FF
241.243 D3T=Z:20.245.222.74 LEN=45 ToO3=0x00 PF
204.73 DET=zZZ0.245.222.74 LEN=45 TO3=0x00 PRE
204.75 DET=Z:z20.2Z45.22Z2.74 LEN=45 TO3=0x00 FPRE
65.2 D3T=2:zZ0.245.222Z.74 LEN=45 TO3=0x00 FPREC=

1EE A2 TeET=22MN 245 2727 34 T RAM=d42 TreE=MN~nr DDh

LEN=45
LEN=45
LEN=45
LEN=45
LEN=45

TOS=0x00
TOS=0x00
TOS=0x00
TOS=0x00
TOS=0x00

FRE
FRE
FEE
FRE
FRE

>

W
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control  abowut your smoothie  senvices  networking vpn tools maintenance

intrusion detection system

IDS Log Viewer
Check logs for potentially malicious attempted access to vour network from outside hosts, Connections listed here
have not necessarily been hlocked — use the Firewall Log Wieswer ta canfirm blocked access.

Settings:

Month: April W Day. 17w [ Update ] [ Export ]
Log

Date: 04117 04:39:59 Mame: (snort_decoder) WARRMIMG: TCF Data Offsetis less than 4l

Priority: nia Type: na

IP info: 221 1414819:0-= 220245222740

References: naone found

Date: 0417 04:43:07 Mame: WEB-IIS cmd.exe access
Priority: 1 Type: Wieb Application Attack
IP info; 201.138.98.121:62742 - 220.245.222.74:80

References: naone found

Date; 04017 09:35:47 Mame:; WEB-IIS |SAPI .ida atternpt
Priority: 1 Type: Weh Application Attack
IP info: F1.218. 2251245808 -= 220 245 222.74:.80

References: 123
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St \Wall Expre:

e

control  abowut your smoothie  senvices  networking vihn logs

| iptools | shell

IP Information
Ferform a whois' lookup on an ip address or domain name.

Whois lookup:

IP addresses or domain

) linux.org.au
Hatmes:

tools

Sv @ e [CL

connection status » '

maintenance

shutdown | help

linux.org.au {digital.linux.org.au)

EW whoi= .9 by Bill TWeinman (http:/fwhoi=s _bw_ ozgl]
Copyright 1999-2001 William E. Teinman

Bequest: linus.org.aa

whoi=s =marwer for *_am i= whoi=s_ aunic_net _ .
connecting to whois. aunic.net [E02_1&_56.20:92] ...
Domain Hame:
La=t Modified:

linmas.org.an
19-Sep-2002 05: 5122 TTC

Baegi=trar ID: BOOOL2-AR
Begi=trar Name: Enetica
Status: 0K

Linmx &u=tralia Inc
AEN 56 937 117 474

Bagi=trant:
Begistrant ID:

Begistrant ROID: Cl225689-AR
Bagi=trant Contact Name: Managing Committes

Begi=strant Email: committesal@l inux . oxg.an

Tech ID: CLOZS2E7- AR
Tach Mame: Gary &Allpike
Tech Email: =pice@=pice _net_an

Hame Serwer:
Hame Serwer IFP:

linaz.spice.net.an
E02.21.127.100

Hame Serwer: orgo.progsoc.utbs_edu.an
Hame Serwer: digital .linuax.org.an

Hame Serwer IF: Z0Z.0.1585.5

.n-.-t_ FUNTSU

Froduced in assaciation with |
aovhracce 31 fivackE 11223 B 9

w0000 2 21N Tha SmanthWwall Taarm
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comtrol  abowut your smoothie  senvices  networking vhn logs

ip information |

Select tool:

Taoal:

| shell

IP Tools

Ferform ‘ping' and traceroute’ network diagnostics.

I[P addresses ar
hostnames:

smoothwall.org

tools

B © « |G,

connection status » '

maintenance

shutdown | help -1

N :\f
Traceroute

83.136.68.62 {(no-rev.ip6Z.intrascape.net)

PING §2.1236.65.68 (§2.126.66.628) from ZE0.E25.E2EE2.72 : 56(&2) bytes of dava.

£3d bezte= from
Ed brta= from
63 byte= from
64 byte=s from
E3d bezte= from

--- G2_136.66.

g2
g2
G2
G,
g2

GE

126 . 686.6E: icmp_=seg=l ££1=32 time=323F m=
126 .68 .6Z: icmp =eg=i £E1=32 time=35E m=
126 .66.62: icmp_=eg=? t£E1=32 £ime=237T m=
126 .66 .6E: icmp_=seg=3 t61=33 time=336 m=
126 . 686.6E: icmp_=seg=h £E1=32 t£ime=28T m=

ping stati=tic=s ---

5 packets tran=mitted, § receiwed, 0% loss, time 2035m=
et ming awg mas mdew = 257845219, 247/ 458 _ETE 2. LEE m=

Produced in association with | nc| Loaaane Fujirsy
express 2.0 fixesh ui-3.6.1
Smoothhall™ is a tradernark of SmoothWWall Limited.
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Sip "Wall Exore:
"_ll .

comtrol  abowt your smoothie  sendces  networking

ip information | iptools |

Secure Shell

vpn

logs

tools

Hv| @ = |[CL
connection status = .

maintenance

shutdown | help =1

Connect tovour Smoothvall using a Java S5H applet (requires 55H to be enabled).

Secure shell:

Caonnected to 1892 168.0.1 222

anline

FProduced in association with: I:-.'l: FLITSS

express 2.0 fixesh ui-3.6.1
Smoothall™ is a trademark of SmosthWall Limited.

2000 - 2003 The SmoothWall Team
Credits - Fortions @ original authors
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Hﬂ'ﬁ{h w ' connection status » .

e
comtrol  aboat your smaoothie  sendces  networking v logs tools maintenance

| modem | alcatel speedtouch ush adsl firmware upload | passwords | backup | shutdown

shutdown | help =

e, Updates
;E,«g¢ ~  Beethe latest updates and fixes available foryour Smoothitiall, and an installation history of updates previously
S applied.
&

Installed updates:
I Title Description Released Installed

001 fikes1 update This update cantaing an updated kernel to 2004-01-12 2005-02-26
version 2.4.24 to correct recently discowvered,
locally exploitable, vulnerahilities. It also
corrects khown issues and a problerm with
dynamic Ok S.

00z fixes? update Thizs update contains an updated kernel ta 2004-02-26 2005-02-26
wersion 2.4.25 to carrect recently discovered,
lacally exploitable wulherahbilities.

003  fixesd update Thiz update contains an updated kernel to 2004-05-26 2005-02-26
wersion 2.4 26 to carrect recently discovered,
l[ocally exploitable walnerahbilities. It also
updates Apache and OpenSS5L to correct
several recently discovered vulnerahilities. In
addition, it adds support for the latest
SpeedTouch madem {revision 4). It also
corrects issues with custom dyndns.org
accounts.

004 fikesd update This update cantaing an updated kernel to 2004-08-10 2005-02-26
version 2.4.27 to carrect recently discovered,
lacally exploitable wulnerahilities. It also
updates mod_sslto carrect & recently
discoverad vulnerability.

00a  fixess update Thiz update containg an upgrade to Apache 2005-01-06 2005-02-26
1.3.33 as well as fixes to local timezone
problems with Sguid.

006  fixes6 update This update cantaing an updated kernel to 2005-02-10 2005-02-26
version 2.4.29 to correct recently discovered
local vulnerahility. This update alsao includes
updates to Sguid and TSP Dump to correct
recently discovered wulnerahbilities.

g X
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dynamic DS,

002  fixes2 update This update cantaing an updated kernel to 2004-02-26 2005-02-26
wersion 2.4.258 to correct recently discovered,
locally exploitable wulnerahbilities.

00z fikes3 update This update cantaing an updated kernel to 2004-05-26 2005-02-26
version 2.4.26 to carrect recently discovered,
lacally exploitable walnerahilities. It also
updates Apache and OpenSSLto correct
several recently discovered vulnerahilities. In
addition, it adds suppart for the |atest
SpeedTouch modern (revision 47, [t also
corrects issues with custom dyndns.org
accounts.

004 fikesd update This update cantaing an updated kernel to 2004-08-10 2005-02-26
version 2.4.27 to carrect recently discaowvered,
locally exploitable wulnerahilities. It also
Updates mod_ssl to correct & recently
discovered vulnerahility.

005 fikess update This update cantaing an updrade to Apache  2005-01-06 2005-02-26
1.3.33 aswell az fixes to local imezone
prablems with Sguid.

006 fixes6 update Thizs update contains an updated kernel to 2005-02-10 2005-02-26
wersion 2.4.29 to carrect recently discovered
local walnerability. This update also includes
updates to Sguid and TCF Dump to carrect
recently discovered wulnerahbilities.

L

Available updates:
All updates installed

Install new update:
Toinstall an update please upload the tar.oz file below:

Upload update file: [ Browse... ][ upload ]

[ Fefresh update list ]

Produced in association with: .n-.-t: FLpTSU
express 2.0 fixesk ui-3.6.1 2000 - 2003 The SmoothWall Team
Smoothiiall™ is a tradermark of SmoothiWall Limited. Credits - Portions @ original authors
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*20) connection status = -

||_Elx

comtrol  abowt your smoothie  sendces  networking VN logs tools

Modem Configuration
Apply specific AT string settings foryour PSTH modem or [IS0DM TA.

Modem configuration:

Init Fe |+++ATE | Hanoup: % |ATHIII |
Speaker on: % |ATM1 | Speaker off % |ATMIII |
Tone dial: % |ATDT | Pulse dial: % |ATDF" |
Caonnect timeaut: |45 |

% These fields may be blank.

[ Festore defaults ]

express 2.0 fixesh ui-3.6.1 2000 - 2003 The SmoothWall Team
Smoothall™ is a trademark of SmosthWall Limited. Credits - Fortions @ original authors
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(5h Wﬁv-- .
.l_.j}ﬂw.._ F h connection status = '
........ ot 21 il b il ‘
comtrol  abowt your smoothie  sendces  networking VN logs tools maintenance
updates | modem | | passwords | backup | shutdown

shutdown | help -1

s, USB ADSL Firmware Upload
* E

= LUpload firmmivare to enable use of an AlcateliThomson Speedtouch Home USB ADSL modem, nicknamed the frog*
ﬂ‘-'/ ar 'stingray’. Download the "Speedtouch USE Firmware tarball, unpack it, and upload the mgmt.o file using this
farm.

Alcatel SpeedTouch USB ADSL driver upload:
To utilize the Alcatel SpeedTouch LISE modem you must upload the firmware to your Smoothall box Flease download the tarball
frarm Alcatel and then upload the file magmt.e using the farm belou,

Lipload file: Browse... ][ Upload

Produced in association with | ot Loiaadied FuliTsy
express 2.0 fixesh Ui-3.6.1 2000 - 2003 The SmoothWall Team
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217 SmoothWall 2.0

comtrol  abowt your smoothie  sendces  networking

EV|®GD|@. ||_Elx

connection status = .

VN logs tools

passwords

Change Passwords

Change passwords for the 'admin' and 'dial' management interface users,. This does not affect access by S5H.

Admin user password:

Fassward: | |

| |

Dial user password:
Fassword: | |

| |

Produced in assaciation with | .

5 rufrs
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jiaul b - % connection status = '
........ w! b il ‘

logs tools maintenance
| shutdown

comtrol  abowt your smoothie  sendces  networking VN

updates | modem | alcatel speediouch ush adsl firmware upload | passwords |
shutdown | help -1

s, Backup
/‘9_.. Lse this page to create a backup floppy disk or floppy disk image file.
&

Instructions on creating a backup disk or disk image:
Flease insert a blank, formatted floppy disk in the Smoothvall computer's loppy disk drive before pressing the button to create the

hackup disk. This dizk should he available when reinstalling or upgrading, in arder for the saved configuration to be restored. It may
take up to a minute to write the infarmation to the loppy disk. Alternatively, you may create a floppy disk image file, which you can later

wiite to a flappy disk.

Create backup floppy disk ] Create backup floppy image file

Produced in association with |~ "net| Loeagued Fulisy
2000 - 2003 The SmoothWall Team
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EE-T:FQL SmoothWall 2@ connection status » .

comtrol  abowt your smoothie  sendces  networking VN logs tools

shutdown

Shutdown / Restart

Shutdowen or restart your Smoothwall — restarts are sometimes mandated by update installation.

Shutdown:

Produced in assaciation with US Robotics [T 11
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GLOZE THIS WIKDOW 3

Shutdown Control

This page cantains two buttons, "Shotdown”
and "Feboot". When the machine has
finished shutting down, Srmoothall will
bheep once indicating that you can
disconnect the power. You should generally
not have to reboot a SmoothWall, unless
vl have just applied a patch and it regquires
wioud to do so.

Alternatively, vou can shutdown SmoothWall
from the console. Fress Crl+Alt+Del to start
the shutdown sequence, as per the
shutdown button. The machine will BOT
rehoot.

GCLOZE THIS WIMNDOW

~1o 192.165.0.1:441
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Adding More Features

http://martybugs.net/smoothwall/
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3 SmoothWall - Mozilla Firefox
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Delivering Versatile, Affordable Security

Chatting to friends?

Browsing ebay?

'S

SmoothSolutions

Smoothiall is the first chaice security
vendor for feature-rich, casy to use
salutions at an affordable price.

i ; ";'iﬁr;w I!

® o

VirtualPrivateN e‘&vorks »
e,
ebContentrl »
andwidtﬁ'ﬂhnagemenf»

\\

| Comporate | Products | Partners | Support | HowtoBuy |

CorporateGuardian 3.5

Web Content Filter and Proxy Server

« Restrict access te non work-related sites

J  Block pornography and music downloads
o Comprehensive suite of management reparts
o Microsoft Active Directory user authentication

read more »

SmoothNews

New Reseller in Germany

We are pleased to welcome Quintessenz
EDW Consulting of Berlin, Germany as a
SmoothWall Partner Reseller. For more
information, see the entry for Quintsssenz

EDV ..,
2005-03-31 | more »

We're Hirin
2005-03-30 | more »

Update for SmoothGuardian 3.1 for
Corporate Server 3.0
2005-03-16 | more »

more SmoothWall news >
press releases »

SecurityNews

Microsoft releases critical security
fixes

Further to our story of 11th April,
Microsoft have today released a slew of
updates for its Windows 05 and other ...
2005-04-13 | more >

Critical Microsoft patches expected
this month
2005-04-11 | more »

Spam King files for bankruptcy
2005-04-01 | more >

more security news »
Security Advisories »

In the words of our customers "I highly recommend SmoothWall Corporate Server as an

“Simple, Atordable,
Powerful, Solid* §acpar!

excellent product for businesses, schools, and institutions
that need 2 powerful, flexible and easy to configure

Mark Worley, Temple Christian College, Adelaide,

Australia
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Smoothwall www.smothwall.org
SmoothWall Ltd www.smoothwall.net
SmoothWall forums http://community.smoothwall.org/forum

Best reference site for SmoothWall http://martybugs.net

My Blog http://smoothwallsamuel.blogspot.com
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