HM / SCADA PHI LOSOPHY FOR POVER CRI D

Revi si on date = August 4, 2017

(1) NETWORK

(1.1) Ethernet will be the network of choice for data exchange between all PLC
nodes and HM nodes.

(1.2) The I P addresses used in this SCADA network will be fully conpatible with
the I P address schenme used throughout the DMC 122 |lab room(e.g. IP =
169. 254. 15. X). The subnet mask for every node on the SCADA network will be
255.255.255.0 in order to limt comrunications to the subnet 169.254. 15.

(1.2.1) CGenerator station |IP addresses and station namnes:
169. 254. 15. 01 "Di ablo M nor"
169. 254. 15. 02 "Sasquat ch"
169. 254. 15. 03 "Bel lingdal e Val |l ey"
169. 254. 15. 04 " Chuckanut Bay"
169. 254. 15. 05 "Everest"
169. 254. 15. 06 " Baker"

(1.2.2) Substation I P addresses: (for future installations)
169. 254.15. 11 = "Stevens"
169. 254. 15. 12 = "Nooksack"

(1.2.3) HM nodes:
169. 254. 15.101 = Main contro

(1.3) The Ethernet network used to link all HM nodes will be separate from any
other network in order to avoid interference or non- SCADA data traffic.

(1.4) A nmulti-port Ethernet switch located in the DMC comruni cati ons room wil |
link the follow ng RJ-45 structured cabling jacks together to formthis SCADA
network: jacks 2-13, 2-14, 1-41, 1-42, 1-38, 1-29, 2-30, 1-24, 1-21, 1-22,
1-15, and 1-16.

(2) HM GRAPH C STANDARDS

(2.1) The HM will display a "m mc diagranmt of the power grid with al
generating stations and circuit breakers clearly shown. This nimc diagram
will only use synbols conmon to standard power system single-Iine diagrans.

(2.2) Each screen background will be a light, neutral color. Al power |ine
conductors will be represented as bl ack |ines.

(2.3) Status of each circuit breaker (square synmbol) in the systemw || be
shown as follows: a closed breaker will appear red in color with the word

"Cl osed" adjacent to the synmbol. An open breaker w || appear green in color
with the word "Tri pped" adjacent to the synbol. The "breaker_52a" bit within
each PLC will be used to drive this color change.

(2.4) Status of each generator (circle synbol) in the systemw |l be shown as
follows: a running generator will appear red in color with the word "Runni ng"
adj acent to the synmbol. A stopped generator w || appear green in color with
the word "Stopped" adjacent to the synbol. The "VFD forward" bit within each
PLC will be used to drive this text change.



(2.5) ISA standards for "clutter" shall be adhered to in all displays (i.e. no
| ess than 25% bl ank space).

(3) HV DI SPLAY SCREENS

(3.1) Each generating station will be represented in sone way on three
different screens on the HM: a main "System Overvi ew' screen show ng a
one-line diagramof the power grid, a "Detail" screen dedicated to one
generating station, and a "Generating Stations" screen showing all six
generat ors.

(3.2) System Overvi ew screen:

(3.2.1) This screen will have a screen-saver button on it to turn the HM
di splay off.

(3.2.2) This screen will al so have an Autonation Direct |ogo, a Snohom sh PUD
| ogo, and a Puget Sound Energy |ogo prom nently displayed, with a brief text
field crediting these organi zations with equi pment donations critical to this
pr oj ect .

(3.3) Detail screens:

(3.3.1) Each generating station will have its own dedicated "Detail" screen on
the HM, accessible fromthe main "System Overvi ew' screen show ng the overall
single-line diagram Touching the generator synbol or its associated circuit
breaker on the "System Overvi ew' screen will take you to that station's
"Detail" screen.

(3.3.2) Each "Detail" screen will have a button returning the user to the main
"System Overvi ew' screen.

(3.4) Cenerating Station screen:

(3.4.1) This one screen conpares statuses and paraneters for all six generating
stations on the grid, and also all ows adjustnment of generator drive speed and
other status data in such a format that all generators may be easily conpared
wi th one anot her.

(4) HVI CONTROL ACCESS

(4.1) The HM will *not* have the ability to manually cl ose any generator
circuit breaker. Circuit breakers may only be closed fromtheir |ocal panels.

(4.2) The HM will provide manual adjustment of the drive notor speed for each
generating station, at the respective station "Detail" screen as well as on the
"Cenerating Stations" screen conparing all six generators. The "increase" and
"decrease" buttons on the HM will activate bits paralleling the function of
the real "increase speed"” and "decrease speed" pushbuttons at each generator
station. An integer display next to these HM buttons will show the DAC count
value within the PLC in order to show the operator how fast the drive motor is
trying to spin. This will be an unscal ed nunber (not in units of RPM or
anything like that).



(5) ALARMB

(5.1) Only critical statuses will be displayed on the main "System Overvi ew'
screen (e.g. generator run/idle, breaker closed/tripped). Al other status
details and statistics will be restricted to station "Detail" screens.

(6) TAGNAME DATABASE

(6.1) Al data tags in the HM's tagnane database will be identical between
generator units with the exception of the unit’s unique nane as a prefix (e.qg.
"Sasquat ch_breaker 52a" versus "Everest breaker 52a"),and will follow the PLC
tagnanme conventions as closely as possible for mnimal confusion. Direct 1/0
tagnanes are documented in the PLC input/output card diagranms, witten in blue
next to each I/Otermnal. Oher tagnanes are listed within the PLC contro
phi | osophy docunent.

(6.2) RTU nodes in the tagnane database will be naned after the geographic
| ocation of each generating station or substation. Exanples include
Bel | i ngdal e Val |l ey, Sasquatch, and Baker. These will be the same nanes

i dentifying each node on the power grid as shown on the "System Overvi ew'
screen.



